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1
Decision/action requested

It is proposed to add a new solution to the living document on “Security of PLMN/RAT selection policies for roaming”.
2
Detailed proposal

The document describes a new solution of sending the PLMN/RAT selection policy information to the UE. 
3
pCR

*** FIRST CHANGE *** 

Living Document
· 1.
References

[y]
3GPP TR 24.890: "5G System – Phase 1; CT WG1 Aspects ". 

*** SECOND CHANGE *** 

4. 
Solutions
Editor’s Note: The subclause is used to capture all potential solution agreed in SA3 meeting.
4.x
 Solution #x: Protected UE configuration update commands
4.x.1
Introduction

Editor’s Note: The architecture for delivering the PLMN/RAT selection policy information to the UE is FFS in CT1. For example, it is still not clear which node in the HPLMN should be responsible for protecting the policy. 
This solution assumes that the source of the network steering information could be UDM, and that the AMF has subscribed to UDM subscriber data management service via the service based infrastructure. UDM may send the UE configuration update commands (such as PLMN/RAT selection policy information) to the UE at any time via AMF. UDM may optionally request the UE to send an acknowledgement. A potential stage-2 procedure is demonstrated further described in TR 24.890 [y] clause 5.2.4.2.5. 
4.x.2
Solution details 

4.x.2.1
Potential stage-2 flow 

A potential procedure of delivering protected UE configuration update commands to the UE is demonstrated in figure 4.x.2.1-1. 
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Figure 4.x.2.1-1: Procedure for providing list of preferred PLMN/access technology combinations

1.
The UDM to the AMF: The UDM notifies the changes of the user profile to the affected AMF by the means of invoking Nudm_SubscriberDataManagement_UpdateNotification service operation. The Nudm_SubscriberDataManagement_UpdateNotification service operation contains the integrity protected list of preferred PLMN/access technology combinations (i.e. the policy protected with MAC-1). If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations, the Nudm_SubscriberDataManagement_UpdateNotification service operation also contains the steering acknowledgement requested indication.
2.
The AMF to the UE: the AMF sends a UE configuration update command (i.e. a new NAS command) to the served UE. The message is integrity protected with NAS security, and MAC-I. The AMF includes in the UE configuration update command a UE configuration update cause indicating that the UE is to acknowledge the UE configuration update command. The UE configuration update command contains the list of preferred PLMN/access technology combinations and, if received from UDM, the steering acknowledgement requested indication. If the ME of the UE verifies that the list of preferred PLMN/access technology combinations included in the UE configuration update command is provided by HPLMN, the UE stores the list of preferred PLMN/access technology combinations.
3.
The UE to the AMF: optionally the UE sends a UE configuration update command ack to the serving AMF in a protected NAS message. If the steering acknowledge requested indication was included in the UE configuration update command and the verification of MAC-1 and MAC-I was successful in the UE, the UE includes the steering acknowledgement in the UE configuration update command ack. The acknowledgement is integrity protected between the UE and VPLMN with MAC-I, and between UE and HPLMN with MAC-2. 
4.
The AMF to the UDM: the AMF sends a N12 message. If the steering acknowledgement was received in the UE configuration update command ack, the AMF includes the steering acknowledgement, which is integrity protected between the UE and HPLMN with MAC-2, in the N12 message. If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations in step 1, the UDM verifies that the steering acknowledgement is provided by the ME of the UE.
4.x.3
Evaluation

*** END *** 
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